


This template is designed to cover the policy issues relating to Data Protection that are pertinent to groups delivering sport and physical activity.
It has been designed to be adapted and amended to reflect the scope, activities, and procedures of your organisation.   It also outlines the procedures that should be carried out to ensure compliance with the General Data Protection Regulations legislation.
Items in green should be amended to reflect your group and your processes. 
Once amended to reflect your activities it should be read by officers and coaches to ensure they understand their role and responsibilities in keeping everyone safe and keeping the organisation compliant.  
There is a further document that accompanies this policy – The Privacy Notice which should be given to each of your data subjects – officers, staff, volunteers, members, and child members’ parents / carers in order to secure understanding of GDPR and to gain consent for processing their personal data
There is also a procedure checklist to assist you in identifying whether you have the appropriate processes and procedures in place
Disclaimer: Please remember that our resources reflect core governance principles and good practice but do not constitute legal advice.


XX Data Protection Policy 

1. Legal requirement

General Data Protection Regulations (GDPR) 2018 applies to every organisation that collects, stores, and uses personal data relating to members, staff, or other individuals. 

This policy has been developed to help XX comply with the GDPR requirements by setting out clear procedures to be followed by officers, staff and volunteers; to ensure everyone involved with XX understands why data protection is important and the requirements for collecting, working with, and storing data. This should be read in conjunction with the XX Privacy Notice

GDPR compliance is necessary as the XX acts as a data controller. For example, we hold personal data on our officers, volunteers, staff, and members (“individuals”).

The lawful basis on which XX processes data is 

a) Consent: the individual has given clear consent for us to process their personal data for a specific purpose.
(b) Contract: the processing is necessary for a contract we have with the individual.
(c) Legal requirement: the processing is necessary to comply with Health and Safety regulation and to safeguard the individual 
Accountability for data protection

XX takes its responsibility for data protection seriously and officers, staff and volunteers must have access to and understand this policy.  XX has appointed officers specifically to be accountable for the maintenance and implementation of this policy

Data protection Lead:
Number: 				E-mail: 

Data protection Deputy Lead:
Number: 				E-mail

Key principles of data protection underpinning this policy:
1. Personal data must be processed lawfully, fairly, and transparently
2. Data should only be collected and processed for a specific, legitimate purpose and not used any way that is not compatible with that purpose
3. Only that data that is necessary in relation to the specific requirement should be collected and processed
4. Personal data should be accurate and, where necessary, kept up to date
5. Personal data should identify the data subjects to enable accurate record keeping so that it is kept for no longer than is necessary
6. Appropriate security measures should be put in place (such as encryption, passwords, and securely locked cabinets) to protect against unlawful or unauthorised processing, and against loss, destruction, or damage.
Definition of personal data

Personal data are any information which is related to an identified or identifiable natural person. These comprise:

1. All individuals’ records, membership databases, correspondence, reports
2. Technical data such as IP addresses, smartphone device IDs or location information if it can be linked to an individual.
3. Records maintained in a manual filing system, as well as computerised records.

Some personal data is particularly sensitive. XX may collect such data for reporting on activity and project outcomes etc. Sensitive data includes: 

4. information on racial or ethnic origin, political opinions, religious beliefs, trade union membership, health, and information on sex life or sexual orientation or about an individual's criminal convictions.
5. Genetic or biometric data are also sensitive data.

Consent

XX has developed a Privacy Notice to advise individuals of our data protection policy principles and their rights, as personal data must be processed lawfully, fairly, and transparently.  

A copy of the privacy notice will be given to each individual when they join

Consent will be sought from all individuals for whom XX holds personal data within 7 days of joining, and a record maintained of this consent

A consent forms are included in the appendices of the privacy notice, and, as special rules apply for children, a consent form is included to secure the consent of the parent or carer.

We will keep clear records where consent has been requested.

The type of personal data used

We collect, process, and store the following information, about individuals
· Identity Data: title, name, address, home or work phone numbers, home or work email address, Job title and position, 
· Financial Data: bank account and card payment details, invoicing details
· Special Category Data: health, medical data, learning needs, race, religion
· Transaction Data: Payments for services individuals have brought from us, or payments we have made to you.
· Technical Data: which refers to data which can be used to identify individuals indirectly such as IP address, cookie identifier, browser type and version, time zone setting and location, browser plug-in types and versions, operating system and platform and other technology on the devices used to access our Website 
· Profile and Usage Data: this may include feedback and survey responses, enquires submitted by individuals. This may also include how individuals use our website, products, services and booking system
· Marketing Data: ways in which we keep individuals up to date with communications from us to them. Individuals can tell us which way they prefer us to contact them by email, text, or post. 

How we get the personal information and why we have it

Most of the personal information we process is provided to us directly by individuals for one of the following reasons:
· [bookmark: _Hlk56267629]So we can tell individuals about our services, and so we can meet our commitments to them
· So we can keep individuals involved in our services safe. Some of the information we obtain i.e. medical, health, behavioural and learning needs will help us meet our members’ needs
· So we can notify individuals of any changes to our services
· If you are an existing member, we may contact individuals about similar services we provide which may be of interest to them
· So XX can provide updates in the form of newsletters, emails, texts, or social media posts
· Some of the services we run we are obligated to pass data onto sport governing bodies or funders. This may include the xxxxxxxxx
· For marketing purposes, we may collect individuals’ data for internal use,
· From time to time we may ask individuals to complete surveys and or to give us feedback on our activities, this helps us to improve our services. 
· We also collect this information and data so we can show what impact our services are having in our members’ lives, sometimes we are obligated to do this from our funders, but other times we do it to attract new funding. We may be asked to provide named case studies, for which we would always ask for individual consent 
Individual rights
[bookmark: _93330ae4-f19f-4deb-811f-09d738f7596c]You (in common with other data subjects) have the following rights in relation to your personal information:
· [bookmark: _4e274a94-c6d0-4654-913d-ae300dad93bb]to be informed about how, why and on what basis that information is processed—see the XX data protection privacy notice;
· [bookmark: _2667f7aa-07b2-4bf2-b9e0-251a18c11629]to obtain confirmation that your information is being processed and to obtain access to it and certain other information, by making a subject access request—see the XX's subject access request policy;
· [bookmark: _53eb92a2-7f82-47b2-a770-84ee5257f689]to have data corrected if it is inaccurate or incomplete;
· [bookmark: _f76a38dc-c3b5-49d6-b60e-1b76aa23e795]to have data erased if it is no longer necessary for the purpose for which it was originally collected/processed, or if there are no overriding legitimate grounds for the processing (this is sometimes known as 'the right to be forgotten');
· [bookmark: _a02bcaee-685b-4acf-886a-1faebb6edcc3]to restrict the processing of personal information where the accuracy of the information is contested, or the processing is unlawful (but you do not want the data to be erased), or where the employer no longer needs the personal information but you require the data to establish, exercise or defend a legal claim; and
· [bookmark: _be6c6389-cc8f-4008-a7fa-0fcd479379c5]to restrict the processing of personal information temporarily where you do not think it is accurate (and the employer is verifying whether it is accurate), or where you have objected to the processing (and the employer is considering whether the organisation's legitimate grounds override your interests).
[bookmark: _c7f01198-8547-44ef-8005-698cb96555a1]If you wish to exercise any of the rights above, please contact Name - contact.


Individual obligations

[bookmark: _109ec08b-4ed7-4703-ad5f-7d02e7e203c6]Individuals are responsible for helping the XX keep their personal information up to date. You should let XXX know if the information you have provided to XX changes, for example if you move house or change details of the bank or building society account to which you are paid. Alternatively, you can update your own personal information on a secure basis via the XX’s intranet.
[bookmark: _537594e0-7e99-4ebc-bd0c-9291781acef6]You may have access to the personal information of other members of staff, suppliers and customers of XX in the course of your employment or engagement. If so, XX expects you to help meet its data protection obligations to those individuals. For example, you should be aware that they may also enjoy the rights set out in paragraph above.
[bookmark: _2bf0929c-dc16-4497-828e-b9ea3c1420f9]If you have access to personal information, you must:
· [bookmark: _771e41d2-aeb7-4caa-bcc0-924d22e4cd7e]only access the personal information that you have authority to access, and only for authorised purposes;
· [bookmark: _d16a2088-dc84-442e-9883-2d593d51c256]only allow other XX staff to access personal information if they have appropriate authorisation;
· [bookmark: _e7677c7a-2f9f-4934-b45c-2283075c2565]only allow individuals who are not XX staff to access personal information if you have specific authority to do so from the HR Department;
· [bookmark: _bf242e76-b7fa-4e85-a370-0df07a1ae39e]keep personal information secure (e.g. by complying with rules on access to premises, computer access, password protection and secure file storage and destruction and other precautions set out in the XX's information security policy);
· [bookmark: _be021209-a146-4b20-af5a-1c7493770618]not remove personal information, or devices containing personal information (or which can be used to access it), from XX's premises unless appropriate security measures are in place (such as pseudonymisation, encryption or password protection) to secure the information and the device; and
· [bookmark: _8a734966-17d4-4e5b-9248-56556689053e]not store personal information on local drives or on personal devices that are used for work purposes and comply with  XX's BYOD policy.
[bookmark: _9083bca8-11bd-44db-a9d7-d6d101bf9264]You should contact HR Department if you are concerned or suspect that one of the following has taken place (or is taking place or likely to take place):
· [bookmark: _f513bdca-e48e-4527-b09e-3d8923f18986]processing of personal data without a lawful basis for its processing or, in the case of sensitive personal information, without one of the conditions being met;
· [bookmark: _4e533d7b-48da-495c-b738-9e72605b3df3]any data breach as set out below;
· [bookmark: _691057fc-8048-4d1a-be8c-451fd911a81f]access to personal information without the proper authorisation;
· [bookmark: _934e28d3-eff4-40b4-982a-21b0eff1d765]personal information not kept or deleted securely;
· [bookmark: _6569976a-4a97-4860-8723-f22fe1d68dfb]removal of personal information, or devices containing personal information (or which can be used to access it), from XX's premises without appropriate security measures being in place;
· [bookmark: _5d07f34c-4190-49f5-bbd0-4a99524d6dea]any other breach of this policy or of any of the data protection principles set out above.

Data Management
A. Data Collection - As data should only be collected and processed for the specific, legitimate purposes outlined above and not used any way that is not compatible with that purpose, when collecting personal information XX will: 
1. [bookmark: _Hlk56273854]We collect the minimum of personal data
2. Not collect extra information just because it might be helpful later.
3. Will not keep data longer than we need to.

B. Data Maintenance
Personal data should be accurate and, where necessary, kept up to date.  To do this, the data protection lead will ensure:
1. Appropriate data is collected when individuals join XX
2. The accuracy and propriety of data held is checked annually and amendments made within 7 days to correct any errors and omissions, or to delete inappropriately held data
3. A review of data policy and procedures is carried out in the event of a serious data incident e.g. loss of data corruption of data, inappropriate disclosure of data.
4. Personal data is be deleted within 12 months of members leaving.
5. Personnel records are maintained in line with the requirements of statutory agencies e.g. HMRC
6. We keep clear records of what action we have taken, and what steps taken to protect the data.
Personal data will identify the data subjects to enable accurate record keeping 
C. Data security 
Data security is of paramount importance in XX. To ensure that personal data held is secure we have:
· Assigned someone to take responsibility for GDPR as data protection lead and
· provided them with the resources and training to understand the organisational, legal, and technical issues involved,
· required them to carry out annual review of the propriety of data held
· required them to report annually on compliance with GDPR directly to senior management or after any significant data incident.

· Assigned a deputy to support the data protection lead, who has appropriate knowledge and training

· Secured training and information for all officers, staff, and volunteers to make sure they are aware of the importance of data protection and understand the procedures they must follow.

· Established appropriate security measures, to protect against unlawful or unauthorised processing, and against loss, destruction, or damage including: 

· technical security - such encryption, passwords, firewalls and anti-virus software
· Physical security – locked premises, alarms, security cameras securely locked cabinets to protect against theft or loss of data, either on computer systems or paper-based.
· Locking away laptops and smartphones at home or out of view in vehicles and data on employees' own systems (e.g. for homeworking) 
· Making sure officers, staff and volunteers understand and follow security procedures.

· Maintained clear records of what action we have taken in respect of data security, and what steps taken to protect the data.

· Reviewed the policy and privacy notice annually and keep clear records of what action we have taken, and what steps taken to protect the data.

D. Data protection impact assessments (DPIAs)
Where processing is likely to result in a high risk to an individual's data protection rights (e.g. where XX is planning to use a new form of technology), we will, before commencing the processing, carry out a DPIA to assess:
· whether the processing is necessary and proportionate in relation to its purpose;
· the risks to individuals; and
· what measures can be put in place to address those risks and protect personal information.
Before any new form of technology is introduced, the manager responsible should therefore contact HR Department in order that a DPIA can be carried out.
During any DPIA, XX will seek the advice of HR Department and the views of a representative group of employees and any other relevant stakeholders.
E. Documentation and records
[bookmark: _8a0015bf-8dd9-46a8-ac58-d564b8c83b16]XX will keep written records of processing activities which are high risk, i.e. which may result in a risk to individuals' rights and freedoms or involve sensitive personal information or criminal records information, including:
· [bookmark: _0451eedd-3bf1-41ed-8480-1968a745258a]the name and details of XX (and where applicable, of other controllers, XX’s representative and DPO);
· [bookmark: _46c91f9b-8ef6-4692-9fc6-e86f013c1e85]the purposes of the processing;
· [bookmark: _a9ed4871-6a90-48bb-97e7-13db9559332c]a description of the categories of individuals and categories of personal data;
· [bookmark: _c4d0b381-beb1-44c2-82ec-cf07240f11a9]categories of recipients of personal data;
· [bookmark: _af8333c9-9d50-494a-89ad-0880695589fb]where possible, retention schedules; and
· [bookmark: _77fdcc86-4ecf-4f13-918c-4b230bc5be43]where possible, a description of technical and organisational security measures.
[bookmark: _e6dcd935-9639-4652-a26a-54f8f74c268a]As part of our record of processing activities we document, or link to documentation, on:
· [bookmark: _46d017a3-b887-4d76-accc-96049232121f]information required for privacy notices;
· [bookmark: _1eaf6e56-dd37-477d-83cc-3091f5ae1583]records of consent;
· [bookmark: _f2340d42-c1bb-4aaa-9226-d4cd8b349bc9]controller-processor contracts;
· [bookmark: _7ab96d14-6fca-4833-b73e-b296fa067778]the location of personal information;
· [bookmark: _d3dabb2a-5ddd-4897-a6e9-f1061d32d9cf]DPIAs; and
· [bookmark: _ea23c940-cd61-4ac4-a71e-c05a9c7623a7]records of data breaches.
[bookmark: _8e7eaf64-a219-4aa3-9e3e-015cf7ad9ccc]If we process sensitive personal information or criminal records information, we will keep written records of:
· [bookmark: _17c9671d-e6ee-4980-9b57-6139a86c8b49]the relevant purpose(s) for which the processing takes place, including (where required) why it is necessary for that purpose;
· [bookmark: _e823211b-6bd8-4790-9d54-ac573574a9cb]the lawful basis for our processing; and
· [bookmark: _ee128854-2dc6-4118-845a-d3144011693c]whether we retain and erase the personal information in accordance with our policy document and, if not, the reasons for not following our policy.
[bookmark: _aa8d0851-2bc4-4c3d-a9cd-f26c7258c77a]XX will conduct regular reviews of the personal information we process and update our documentation accordingly. This may include:
· [bookmark: _lnb-prec..clause-group_1][bookmark: _8e59695e-ef53-401a-90de-8f3ddd0e47ec]carrying out information audits to find out what personal information the holds;
· [bookmark: _105759f5-743b-4f5c-8f1c-1c2909885292]distributing questionnaires and talking to staff across XX to get a more complete picture of our processing activities; and
· [bookmark: _0dfe8d70-d4c0-4335-a7ac-fd3f2594f240]reviewing our policies, procedures, contracts and agreements to address areas such as retention, security and data sharing.
[bookmark: _10333b84-c4ad-4f13-a487-0b4871de9f9b]We document our processing activities in electronic form so we can add, remove and amend information easily.
F. In the event of a security incident 

[bookmark: _8e7797fd-4327-4d12-9253-f88aa979b888]A data breach may take many different forms, for example:
· [bookmark: _68a5f36c-00a0-48bb-823b-ab6e01ecb02e]loss or theft of data or equipment on which personal information is stored;
· [bookmark: _924d9c7f-967f-4017-b504-c3d07af969fb]unauthorised access to or use of personal information either by a member of staff or third party;
· [bookmark: _d352eafd-e315-4b57-8404-b75ced126ab0]loss of data resulting from an equipment or systems (including hardware and software) failure;
· [bookmark: _192a4ffb-3753-4ed5-af98-1e4e430900b1]human error, such as accidental deletion or alteration of data;
· [bookmark: _39782869-1d20-417b-a734-d9c8279a7a74]unforeseen circumstances, such as a fire or flood;
· [bookmark: _9d1a8c3e-c3fc-47a1-b1fc-51093cd89e91]deliberate attacks on IT systems, such as hacking, viruses or phishing scams; and
· [bookmark: _338b3f1b-d154-4aab-8adb-fe65f8534839]'blagging' offences, where information is obtained by deceiving the organisation which holds it.
[bookmark: _a07b1c47-8fce-4cf8-8e8e-21966c8027a1]XX will:
· [bookmark: _4466d008-eb69-4caa-82cc-a32e413b6af8]make the required report of a data breach to the Information Commissioner's Office without undue delay and, where possible within 72 hours of becoming aware of it, if it is likely to result in a risk to the rights and freedoms of individuals; and
· [bookmark: _bd6d81f7-11ca-4f7c-aa3a-aea11ccd8fda]notify the affected individuals if a data breach is likely to result in a high risk to their rights and freedoms and notification is required by law.

XX will report any data breach that is likely to harm individuals to the Information Commissioners Office - for example, because personal data has been put at risk, 
· within 72 hours of becoming aware of it,
· providing information on what has happened, including what data and individuals are at risk, and 
· what we are doing about it.

We will inform individuals
· if they have been put at high risk for example, if a hacker may have gained access to credit card details or be able to commit identity fraud.
· without undue delay and give clear information on what has happened.

We do not need to report the loss of a securely encrypted USB containing personal data or where the breach only relates to the disclosure of the names and addresses of individuals as it is unlikely to be high risk, if these are already publicly available

International transfers

[bookmark: _1ca50214-6cc1-44aa-91f3-08aac4c1deec]The Employer will not transfer personal information outside the European Economic Area (EEA), which comprises the countries in the European Union and Iceland, Liechtenstein and Norway.
OR
[bookmark: _fe8866e7-fec1-4ada-9246-55601becc12c]XX may transfer personal information outside the European Economic Area (EEA) (which comprises the countries in the European Union and Iceland, Liechtenstein and Norway) to insert name of country on the basis that that country, territory or organisation is designated as having an adequate level of protection OR that the organisation receiving the information has provided adequate safeguards by way of binding corporate rules OR standard data protection clauses OR of compliance with an approved code of conduct.

Further guidance and information

[bookmark: _Hlk56270787]Find guidance for business from the Information Commissioner's Office (0303 123 1113). 

The helpline (0303 123 1113). is a dedicated small business advice line offering help with GDPR, data protection, and other legislation they regulate.

I have read and understood this policy and agree to abide by its terms.

Signed....................................................................................................
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